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AFFIDAVIT OF DAN S. WALLACH

DAN S. WALLACH, being duly sworn, deposes and says the following under penalty of perjury:

L.

My name is Dan S. Wallach. I am a Professor in the Department of Computer Science and a Rice
Scholar at the Baker Institute for Public Policy at Rice University, where I have been for 18 years.
My research considers a variety of topics in computer security. I also served as a member of the
Air Force Science Advisory Board (2011-2015) and the USENIX Association Board of Directors
(2011-2013). I’'ve published over 100 papers in the field. I earned my M. A. (1995) and PhD
(1999) from Princeton University, advised by Profs. Edward Felten and Andrew Appel. I earned
my B.S. EE/CS from the University of California, at Berkeley (1993). My complete curriculum
vita is attached as Exhibit A. I submit this Affidavit in support of Jill Stein’s Petition for a hand
recount of all ballots in Michigan.

I’ve maintained a research interest in electronic voting systems starting with their widespread
adoption in the early 2000s. Notably, I served as the director of an NSF-funded multi-institution
research center, ACCURATE (A Center for Correct, Usable, Reliable, Auditable, and
Transparent Elections), from 2005-2011. I also participated in the 2007 California “Top to
Bottom Review” of its electronic voting systems, where we found unacceptable security
vulnerabilities in every system we studied'; those systems were replaced in California with more
secure, paper-based systems but are still being used elsewhere and are likely still quite vulnerable.
One of my ongoing projects is helping the Travis County (Austin, Texas) Clerk’s office design a
new electronic voting system to replace their current, aging system”. In short, my experience
makes me very familiar with how our election systems are vulnerable, how our adversaries might
seek to exploit them, and how we can engineer better election systems for the future.

My main message is that our election systems face credible cyber-threats generally, and in this
election year those threats are magnified in light of the persuasive evidence of state-sponsored
attacks against our elections. Recounts and audits, particularly in tight races, are appropriate

measures to take against these threats.

' http://www.sos.ca.gov/elections/voting-systems/oversight/top-bottom-review/

2 https://www.usenix.org/conference/evtwote13/workshop-program/presentation/bell
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Background and threat analysis

4.

In September 2016, I was invited by the Congressional Space, Science, and Technology
Committee to testify about possible cyber threats against our elections.’ At the time, my primary
concern was attacks against voter registration databases, driven by news reports of nation-state
attacks against these facilities in at least two states (Arizona and Illinois). I was and remain
concerned as well about attempts to tamper with other computers systems, including those facing
the voter (precinct-based optical ballot scanners and/or paperless electronic voting systems) as
well as those used to do vote tabulation and reporting. I am including my Congressional
testimony and post-testimony questions & answers as Exhibits B and C. My testimony speaks to
the possible motives and capabilities of our nation-state adversaries toward attacking our election
systems and the defenses that we have in place as well as what sort of contingency planning
might be appropriate in light of these threats. I’'m including some excerpts from my testimony
below:

How serious is the threat? We’ve learned that foreign nation-state actors, likely Russian, broke
into DNC computers and released documents for expressly partisan purposes®. So far as we know,
they did this to manipulate the outcome of November’s election. We must ask ourselves the same
sorts of questions that arise in any security analysis. Does the adversary have the means, motive,
and opportunity to have their desired effect, and do we have the necessary defenses and/or
contingency plans to mitigate these threats?

This has happened in elections before. Russian hackers, who may or may not have been
government-affiliated, committed “wanton destruction” upon Ukrainian election systems in 2014,
arranging for the vote tallying system to report incorrect results’. The Ukrainians were lucky to
catch this; it’s not uncommon for nation-state computer attacks to go unnoticed for months or

years. Like the Ukranians in 2014, we face similar vulnerabilities today.

3 My written testimony:
https://science.house.gov/sites/republicans.science.house.gov/files/documents/HHRG-114-SY-WState-DWa

llach-20160913.pdf

My written answers to questions posed afterward:
http://www.cs.rice.edu/~dwallach/pub/us-house-sst-voting-qa-170ct2016.pdf

4 See, e.g., Lichtblau’s article in the New York Times (July 29, 2016).
http://www.nytimes.com/2016/07/30/us/politics/clinton-campaign-hacked-russians.html

5 Clayton, “Ukraine election narrowly avoided wanton destruction from hackers”, Christian Science Monitor
(June 2014),
http://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-wanton-destructio

n-from-hackers-video
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Can our adversaries get malware into our voting machines, or our vote tabulation
computers? The U.S. military protects its important secrets by keeping them on distinct networks
and servers, physically separated from the Internet. This “air gap” defense is also used to protect
voting machines. Despite this, voting machines still interact with normal computers as part of
their initialization phase (loading software and ballot definitions) and the tabulation phase
(extracting cast-vote records and computing the totals); these computers are not necessarily “air
gapped” (see Paragraph 11, below). Even if the whole process is designed to be “air gapped”
from the Internet (and it absolutely must be air-gapped), nation-state adversaries have devised a
variety of workarounds. The Stuxnet malware, for example, was engineered specifically to
damage nuclear centrifuges in Iran, even though those centrifuges were never connected to the
Internet. We don’t know exactly how the Stuxnet malware got in, but it did nonetheless®.
Combine the patience and resourcefulness of a nation-state adversary with the unacceptably poor
state of security engineering in our voting systems, and especially if we consider the possibility of
insider threats, then yes, it’s entirely reasonable to consider attacks against our voting systems to
be within the feasible scope of our adversaries’ capabilities. The best mitigations we have for
systems that we use today are only feasible where we have paper ballots. The mere possibility of
a recount or audit of the paper ballots acts as a deterrent to an electronic attack; it’s much more
difficult to tamper with paper, in bulk, relative to the effort to tamper with purely electronic
records as used in many states (but not Michigan).

Does an adversary need to attack everywhere? Our adversaries understand how the American
political system works. They know about “battleground states”. They can focus their efforts on
states where a small nudge might have a large impact. Michigan has the smallest margin of

victory in the Presidential race. This makes it a logical target.

Vote tabulation, auditing, and recounting: Validating the correct winner of the race

0.

I wish to tackle a seemingly straightforward question: if there’s a risk that a nation-state attacker
might have compromised some or all of the computers used in Michigan’s election systems, what

steps might be appropriate to mitigate against such threats and ensure a correct election tally?

10. All votes in Michigan were marked by hand on paper, and tabulated through electronic systems.

What if those electronic tabulation systems were corrupt? Manual (hand) tabulation can validate

the correctness of the electronic tally, since no amount of electronic tampering can overwrite

 For more details, see, e.g., Langner et al. (2013).
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
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11.

12.

13.

14.

15.

paper ballots in a ballot box nor can electronic tampering compromise a team of human
tabulators.

Why not just conduct an electronic tally? While many election officials maintain that there is “no
way” their computers could have been electronically tampered, this is inconsistent with the skills
available to our nation-state adversaries. For example, we know that “ballot programming” and
other forms of electronic information regularly cross any “air gap” there might be around an
election administrator’s computer. “Ballot programming” is the process of defining all of the
candidates and races for a given election, and copying that data to the voting machines,
precinct-count optical scanners, and the back-end tabulation computers. While copied around on
USB sticks or other kinds of storage devices, those storage devices can also serve as a conduit for
malware. (Back in the days before the Internet, PC viruses spread in exactly this fashion.)

It’s also a common and undesirable practice for election administrators to have their computers
behind a network firewall of some sort, which is to say, there’s no actual air in the air gap. So
long as there are wires between the Internet and an election administration computer, then there’s
an opportunity for an adversary to break the firewall and attack the computers behind it.
(Adversarial techniques to breach network firewalls are widely known to nation-state cyber
attackers.)

Can an attacker compromise the computer inside of a precinct-based optical scanner?
Unfortunately, this is well within the capabilities of a nation-state attacker. These computers are
potentially vulnerable to malware that can be introduced as part of the pre-election ballot
programming, wherein malware might hitch a ride along with legitimate ballot data being loaded
into the scanner. There might be other vulnerabilities as well. Similar vulnerabilities were
discovered as part of the California “Top to Bottom” review and the Ohio “EVEREST” studies,
and we have no reason to believe that election equipment vendors have taken the engineering
steps to defend against this class of attacker.

A purely electronic tally of paper ballots, without some sort of hand-counting or auditing would
be unable to detect systematic electronic tampering--the very risk we’re concerned about in this
election.

997

I have advocated and continue to support the use of “risk-limiting audits,”” which have been

piloted in California, Ohio, and Colorado.® In short, by selecting a small number of ballots at

7 See, e.g., https://www.stat.berkeley.edu/~stark/Preprints/gentle12.pdf
http://www.commoncause.org/democracy-wire/new-post-election-audits-promise-more-accurate-election-res

ults.html
8 http://bcn.boulder.co.us/~neal/elections/corla/Risk-Limiting_Audit Report-Final 20140331.pdf
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random and then comparing the physical paper ballot with its electronic analogue, we can reach a
very high degree of statistical confidence in the correctness of the election outcome. A
risk-limiting audit samples a suitable number of ballots to ensure that there is no systematic error
large enough to change the outcome. However, as a pragmatic matter, a risk-limiting audit is not
an alternative to the full hand recount that I believe is appropriate here. Because risk-limited
audits are not currently a standard practice in Michigan, their introduction would require
substantial effort to agree on suitable procedures, to implement those procedures, and to train
staff on those procedures to ensure the audit occurs properly. It is unlikely such procedures can be
developed and implemented in the short time period at issue here.

16. Examining hand-marked paper ballots by hand is therefore the only practical approach available
to mitigate against electronic corruption or tampering in the optical scanner and tabulation

system.

The accuracy of a recount

17. Even aside from the concerning issue of computer hacking, a hand recount is important to
determine every vote actually cast by a voter is counted, even if the voter did not precisely mark
his or her ballot. While most voters indeed follow the instructions, many don’t.

18. There are many circumstances where an optical scanner will accept a ballot that might otherwise
be rejected. For example, under Michigan law, if the voter signed or otherwise made personally
distinguishing marks on his or her ballot, then the ballot should be properly removed from the
tally,” yet optical scanners will still accept it. (Ballots must be anonymous, otherwise voters will
be subject to bribery or coercion.) Similarly, instead of filling in a bubble for a candidate, a voter
might have written a light check mark that the machine might not pick up. Only a human vote
counter can make accurate judgements on whether many ballot markings should be properly
counted as votes. Other issues that might confuse a scanner include “stray marks” which a
scanner sees and a human observer would clearly discount.

19. Broadly speaking, a human ballot tabulator can learn a voter’s style, i.e., how they typically fill in
bubbles. If most bubbles are marked in a heavy hand, it’s easier to reject a light “stray mark™ that
a machine might otherwise count. If, on the other hand, all the bubbles are marked with light
single lines, a machine might not see any of them and treat the whole ballot as if nothing were
marked. A human tabulator would know that the voter used this specific style and would be able

to correctly interpret the voter’s intent where a machine could not.

¢ See Mich. Elec. L. § 168.803(1)(a).
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20. The correct interpretation of voter intent for individual ambiguous ballots became a point of
contention in Minnesota’s 2008 Senate race between Al Franken and Norm Coleman'’, and
similar issues might be important this year in Michigan as well.

21. By conducting manual tallies, a recount will produce a tally that more accurately tabulates the
votes cast by Michigan’s voters than an electronic tally. A manual tally is particularly necessary
here given the concerning evidence of Russian-sponsored hacking and the vulnerabilities of our
election machinery. Luckily, Michigan is a state that has paper records of each vote which can
be used to verify the election results. I believe the only appropriate recount in this circumstance

is one that manually tallies those paper records.

10 http://minnesota.publicradio.org/features/2008/11/19_challenged_ballots/
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This affidavit was executed on the 30th day of November, 2016 in Houston, Texas.

DAN S. WALLACH

Sworn to before me this @aay of November, 2016.
et LETICIA ARRIOLA

'Z/M\’ M S,
£ :-#}{.555 Comm. Expires 06-04-2017

Notary Public “A. %% Notary Public, State of Texas
e 5098 Notary 1D 129445572

My Commission Expires: 0 {0 Y 'a’O [ —

’

% Mo
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EXHIBIT A: Curriculum Vitae for Dan S. Wallach
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Dan Seth Wallach Home: 713-662-3331

Work: 713-348-6155
Fax: 713-348-5930

dwallach@cs.rice.edu Department of Computer Science
Rice University
http://www.cs.rice.edu/~dwallach/ Duncan Hall 3122

Education

Publications

6100 Main Street
Houston, TX 77005

Princeton University (Princeton, NJ), Department of Computer Science,
Ph.D. Computer Science, January 1999.
M.A. Computer Science, May 1995.

U.C. Berkeley (Berkeley, CA), College of Engineering,
B.S. Electrical Engineering/Computer Science, May 1993.
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International Symposium on Engineering Secure Software and Systems (ESSoS) 2010
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USENIX Annual Technical Conference 2001
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VOTE-ID 2009
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IEEE Symposium on Security and Privacy 2004
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International Symposium on Engineering Secure Software and Systems (ESSoS) 2010
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CS Graduate Admissions (1998-2005, 2014-present)

CS Curriculum Committee (2005-present)
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KTRU (Rice Radio) Friendly Committee (2005-dissolution of committee)
Rice Childcare Advisory Committee (2005-2006)

University IT Security Committee (2002-dissolution of committee)
Distinguished Alumni Award Selection Commitee (2009)

University Benefits Committee (201 1-present)
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Divisional advisor and faculty associate, Martel College (2001-present)
Rice Social Dance Society: faculty sponsor, instructor, workshop organizer, etc. (2001-
present)

External university service:

University of Cyprus, CS faculty search, external commitee member (2015)

Honors and 2013 Microsoft SEIF Faculty Research Award
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2010 Best Paper Award (Financial Cryptography)
2009 Google Research Award
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2008 VoteRescue "Champion of Election Integrity" Award
2008 Defense Science Study Group (DSSG), class of 2008-2009
2007 ComputerWorld "40 Under 40" Award

2000 NSF CAREER Award

2000 IBM University Partnership Award

1997 Outstanding Paper Award (Symposium on Operating Systems Principles)
Related student awards

2011 National Physical Sciences Consortium (NPSC) Fellowship - Adam Pridgen
2009 Usenix Security Grand Challenge (Capture the Flag) Contest - Mike Dietz
2002 CRA Outstanding Undergraduate Award - Adam Stubblefield

Dan S. Wallach and Phil Kortum, TWC: TTP Option: Medium: Voting Systems Architectures
for Security and Usability, NSF CNS-1409401 (March 2014).

Dan S. Wallach and Jedidiah R. Crandall, TWC: Medium: Collaborative: Measurement and
Analysis Techniques for Internet Freedom on IP and Social Networks, NSF CNS-1314492
(July 2013).

Dan S. Wallach, TC: Small: Security Architectures for Smartphones, NSF CNS-1117943 (July
2011).

Robert Dick, Z. Morley Mao, and Dan S. Wallach, TC: Medium: Collaborative Research:

WHISPER - Wireless Handheld Infrastructureless, Secure Communications System for the
Prevention of Eavesdropping and Reprisal, NSF CNS-0964566 (February 2010).

Aviel D. Rubin, Dan S. Wallach, Michael Byrne, Douglas W. Jones, David Dill, Dan Boneh,
David A. Wagner, Dierdre Mulligan, Drew Dean, and Peter G. Neumann, CT-CS: A Center for
Correct, Usable, Reliable, Auditable, and Transparent Elections (ACCURATE), NSF CNS-
0524211 (October 2005).

Dan S. Wallach and Peter Druschel, CSR/PDOS: Security and Incentives for Overlay Network
Infrastructure, NSF CNS-0509297 (August 2005).

Dan S. Wallach and Mike Dahlin, Resource Management for Safe Deployment of Edge
Services, Texas Advanced Technology Program #003604-0053-2001 (October 2001).

Dan S. Wallach, Security and Resource Management in Type-Safe Language Environments,
NSF CAREER CCR-9985332 (March 2000).

Behnaam Aazhang, Richard G. Baraniuk, Joseph R. Cavallaro, Edward W. Knightly, and Dan
S. Wallach, Seamless Multitier Wireless Networks for Multimedia Applications, NSF Special
Projects ANI-9979465 (April 1999).

Industrial gifts and support:

Samsung research contract (September 2012)
Houston Infraguard (September 2010)

Google gift (November 2009)

Microsoft gift (November 2002)

Schlumberger gift (February 2002)

IBM University Partnership Program (June 2000)
Microsoft gift (July 2000)

Related support:



Invited
Talks and
Panels

2:16-cv-14233-MAG-EAS Doc # 3-9 Filed 12/02/16 Pg 21 of 51 PglID 168
2011 National Physical Sciences Consortium (NPSC) Fellowship - Adam Pridgen

USENIX Student Scholarship for Adam Stubblefield (May 2001)

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

. Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting

System. SUMIT (University of Michigan, Ann Arbor, MI), October 2016.

. Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting

System. Two Sigma (Houston, TX), October 2016.

. Dan S. Wallach, Internet Application Censorship: Studies of Weibo in China and

Twitter in Turkey, Houston Kiwanis (Houston, TX), July 2016.

. Dan S. Wallach, Internet Application Censorship: Studies of Weibo in China and

Twitter in Turkey, Stanford University (Stanford, CA), June 2016.

. Dan S. Wallach, Internet Application Censorship: Studies of Weibo in China and

Twitter in Turkey, OWASP Meeting, K.U. Leuven (Leuven, Belgium), February 2016.

. Dan S. Wallach, Security Architectures for Smartphones, University of Texas, at Dallas

(Dallas, TX), October 2015.

. Dan S. Wallach, Tracking, Privacy, and Network Neutrality, Houston Kiwanis

(Houston, TX), September 2015.

. Harley Geiger, Andrew Napolitano, David Leebron, and Dan S. Wallach, Privacy in

the Digital Age, Baker Institute for Public Policy, Rice University (Houston, TX), April
2015.

. Dan S. Wallach, Android WebView security and the mobile advertising marketplace,

Google Security Summit (Mountain View, CA), March 2015..

Dan S. Wallach, Rice Tizen Analysis for Security, Tizen Developers Conference (San
Francisco, CA), June 2014.

Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting
System. National Science Foundation (Arlington, VA), May 2014.

Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting
System. Electronic Voting Network Conference (San Diego, CA), March 2014.

Dan S. Wallach, Security Architectures for Smartphones, Korea Advanced Institute for
Science and Technology (KAIST) (Daejeon, South Korea), August 2013.

Dan S. Wallach, Security Analysis of LLVM Bitcode Files for Mobile Platforms, Tizen
Developers Conference (San Francisco, CA), May 2013.

Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting
System. Mid-Atlantic Collegiate Cyber Defense Competition (Laurel, MD), April 2013.

Dan S. Wallach, STAR-Vote: A Secure, Transaprent, Auditable, and Reliable Voting
System. Verifiable Voting Schemes Workshop (Luxembourg), March 2013.Dan S.
Wallach, Privacy and Tracking on the Internet, FTC Workshop on The Big Picture:
Comprehensive Data Collection (Washington, D.C.), December 2012.

Dan S. Wallach, David Wagner, Philip B. Stark, and Philip Kortum. The Future of E-
Voting - Remote, Internet-Based, and Secure? E-Voting: Risk and Opportunity (Center

for Information Technology Policy at Princeton University - Webcast Seminar),
November 2012.

Dan S. Wallach, Security Architectures for Smartphones, University of Luxembourg,
November 2012.

Dan S. Wallach, The USENIX Association: A Financial Case Study for Open
Access.Perspectives Workshop: Publication Culture in Computing Research (Schloss
Dagstiihl, Germany), November 2012.
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20. Dan S. Wallach, Security Architectures for Smartphones, National Security Agency (Ft.
Meade, Maryland), June 2012.

21. Dana DeBeauvoir, Dan S. Wallach, et al. Future of Voting Systems, International
Association of Clerks, Recorders, Election Officials, and Treasurers, Annual
Conference (Albuquerque, New Mexico), June 2012.

22. Dan S. Wallach, Security Architectures for Smartphones, University of California, at
Berkeley (Berkeley, California), May 2012.

23. Jonathan Blow, Adam Glass, Piaw Na, and Dan S. Wallach. CS Alumni Panel,
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Chairman Smith, Ranking Member Johnson, members of the committee, it’s an honor to speak to you
today about our nation’s voting systems, the potential threats they face this November, and the steps we

might take to mitigate these threats.

My name is Dan Wallach. I’ve been a professor of computer science at Rice University, in Houston,
Texas, for 18 years. My research considers a variety of computer security topics and I’ve published over
100 papers in the field. Among other honors, I recently served from 2011-2015 on the Air Force Science
Advisory Board. I've included a more detailed biography in my written materials. My main message for
you here, today, is that our election systems face credible cyber-threats; it’s prudent to adopt contingency

plans before November to mitigate these threats.

I’ve maintained a research interest in electronic voting systems starting with their widespread adoption in
the early 2000s. In particular, I led an NSF-funded research center, ACCURATE (A Center for Correct,
Usable, Reliable, Auditable, and Transparent Elections)' from 2005-2011. I also participated in the 2007
California “Top to Bottom Review” of its electronic voting systems, where we found unacceptable
security vulnerabilities in every system we studied?; those systems were replaced in California with more
secure, paper-based systems but are still being used elsewhere and are likely still quite vulnerable. One of
my ongoing projects is helping the Travis County (Austin, Texas) Clerk’s office design a new electronic
voting system to replace their current, aging system’. In short, my experience makes me very familiar

with how our election systems are vulnerable and how our adversaries might seek to exploit them.

First, I’d like to address the threat. We’ve learned that foreign nation-state actors, likely Russian, broke
into DNC computers and released documents for expressly partisan purposes®. So far as we know, they’re
doing this to manipulate the outcome of November’s election. We must ask ourselves the same sorts of
questions that arise in any security analysis. Does the adversary have the means, motive, and opportunity
to have their desired effect, and do we have the necessary defenses and/or contingency plans to mitigate

these threats?

! http://accurate-voting.org/

2 http://www.sos.ca.gov/elections/voting-systems/oversight/top-bottom-review/

3 https://www.usenix.org/conference/evtwote 13/workshop-program/presentation/bell

4 See, e.g., Lichtblau's article in the New York Times (July 29, 2016).
http://www.nytimes.com/2016/07/30/us/politics/clinton-campaign-hacked-russians.html

1
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It’s important to note that this has happened in elections before. Russian hackers, who may or may not
have been government-affiliated, committed “wanton destruction” upon Ukrainian election systems in
2014, arranging for the vote tallying system to report incorrect results’. The Ukrainians were lucky to
catch this; it’s not uncommon for nation-state computer attacks to go unnoticed for months or years. Like

the Ukranians in 2014, we face similar vulnerabilities today.

I’ve written about these issues in a detailed series of blog posts® which I’ll summarize for you here. Our
biggest vulnerabilities are our voter registration databases, typically maintained online, so therefore
reachable by our adversaries. Web sites with databases are ubiquitous and their vulnerabilities are
well-understood to cyber threat actors. Every university computer security class has its students learn to
attack and defend these sorts of things. While a defender must eliminate all possible attacks, an attacker
needs only find a single weakness, so it’s reasonable to expect these weaknesses exist in our voter
registration systems. We can and should expect our adversaries to go after voter registration
systems, and there’s evidence of this already having happened in Arizona and and Illinois’ ®. The partisan
impacts are easy to envision. You can selectively disenfranchise voters by deleting them from the
database or otherwise introducing errors. How can you infer voter partisanship? Political campaign
managers use a variety of predictive models for targeted mailings, get-out-the-vote campaigns, and so
forth; we can expect adversaries to do the same. Can we mitigate against these threats? First and
foremost, we can require computer backups and run drills to make sure we can rapidly recover from
corruption. To detect and deter more sophisticated adversaries, we should deploy state-of-the-art intrusion
detection and prevention systems in “battleground” counties and states. Furthermore, we already have
“provisional voting,” allowing voters to cast a ballot, despite their absence from the database, but
provisional voting procedures are meant to handle a fairly small number of voters. If a substantial fraction
of voters had to vote provisionally, doing the necessary paperwork, the process would grind to a halt.

Long lines disenfranchise voters. Provisional balloting also doesn’t work very well in states heavily

5 Clayton, “Ukraine election narrowly avoided wanton destruction from hackers”, Christian Science
Monitor (June 2014),
http://www.csmonitor.com/World/Passcode/2014/0617/Ukraine-election-narrowly-avoided-wanton-destruc
tion-from-hackers-video

6 https://freedom-to-tinker.com/blog/dwallach/election-security-as-a-national-security-issue/ and
https://freedom-to-tinker.com/blog/dwallach/a-response-to-the-national-association-of-secretaries-of-state/
7 |sikoff, “FBI says foreign hackers penetrated state election systems”, Yahoo! News (August 29, 2016),
https://www.yahoo.com/news/fbi-says-foreign-hackers-penetrated-000000175.html

8 Nakashima, “Russian hackers targeted Arizona election system”, Washington Post (August 29, 2016),
https://www.washingtonpost.com/world/national-security/fbi-is-investigating-foreign-hacks-of-state-election
-systems/2016/08/29/6e758ff4-6e00-11e6-8365-b19e428a975e_story.html
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utilizing vote-by-mail ballots (e.g., California, Colorado, Nevada, Oregon and Washington State), where
voters might not even realize their ballots are missing. We might be able to use traditional printed paper
pollbooks, rather than electronic pollbooks, but these don’t work easily with either early voting or election

day vote centers, where many thousands of different ballot styles must be available to thousands of voters.

Can our adversaries get malware into our voting machines, themselves? The U.S. military protects its
important secrets by keeping them on distinct networks and servers, physically separated from the
Internet. This “air gap” defense is also used to protect voting machines. Despite this, voting machines still
interact with normal computers as part of their initialization phase (loading software and ballot
definitions) and the tabulation phase (extracting cast-vote records and computing the totals). Even if the
whole process is designed to be “air gapped” from the Internet (and it absolutely must be air-gapped),
nation-state adversaries have devised a variety of workarounds. The Stuxnet malware, for example, was
engineered specifically to damage nuclear centrifuges in Iran, even though those centrifuges were never
connected to the Internet. We don’t know exactly how the Stuxnet malware got in, but it did nonetheless’.
Combine the patience and resourcefulness of a nation-state adversary with the unacceptably poor state of
security engineering in our voting systems, and especially if we consider the possibility of insider threats,
then yes, it’s entirely reasonable to consider attacks against our voting systems to be within the feasible
scope of our adversaries’ capabilities. The best mitigations we have for systems that we use today are
only feasible where we have paper ballots. The mere possibility of a recount or audit of the paper ballots
acts as a deterrent to an electronic attack; it’s much more difficult to tamper with paper, in bulk, relative
to the effort to tamper with purely electronic records, as used in a number of states including the
battleground states of Pennsylvania and Georgia. Conversely, if our paperless electronic voting systems

were attacked, we’d be unlikely to see evidence of it in the voting machines or tally systems.

Does an adversary need to attack everywhere? Our adversaries understand how the American political
system works. They know about “battleground states”. They can focus their efforts on states where a
small nudge might have a large impact. Also, consider that our adversaries might have a variety of goals.
If they simply want to disrupt our elections, and if they’re unconcerned with attribution, then even very
modest or crude attacks will raise doubts and damage voter confidence in the election outcome. Trust in

our election systems is fragile and is potentially easily shaken by our adversaries.

® For more details, see, e.g., Langner et al. (2013).
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
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What can we do between now and November? It’s far too late to change the technologies upon which
we will cast our votes. My best advice is that we need contingency planning. Four years ago, when
Hurricane Sandy disrupted elections in several northeastern states, this was a big topic of discussion'’.
The National Association of Secretaries of State prepared a summary of relevant statutes in every state'’.
In many respects, cyber activities from a nation-state adversary are similar to natural disasters in the
impact they can have on our elections. What can you do if your voter registration database has been
destroyed? Perhaps try to restart things from a backup. What can you do if your electronic voting systems
refuse to turn on? Perhaps make an advance arrangement with a print-shop to rush a large order of paper
ballots if need be. What if we have no direct evidence of tampering but we have credible intelligence
reports that suggest otherwise? Many state statutes already allow governors to declare states of emergency
and take appropriate actions up to and including re-running the election on a different day. In short, we

must prepare for a disaster, while hoping it may never occur.

When we talk about nation-state adversarial attacks on computer networks, we often use the term
“advanced persistent threat” (APT), indicating that these adversaries are good at hiding and at sticking
around despite efforts to remove them. While it’s helpful and important to apply software updates, use
good passwords, properly configure firewalls and intrusion detection systems, and otherwise practice
“good hygiene”, the process of detecting and removing an APT adversary is complicated. A number of
companies and consultancies have begun offering products and services that help in this area, and state
and county office should hire such companies to audit and remediate their systems, particularly in

“battleground” states, although this may require financial assistance from the Federal government.

How do we make sure we won’t face these risks in subsequent elections? The 2002 Help America
Vote Act had two parts. It allocated money to replace obsolete voting equipment and it created the
Election Assistance Commission (EAC) which, among other things, absorbed the voting systems
standards-making process which was previously managed by the National Association of State Election

Directors (NASED). The problem was that the money was allocated to the States before the EAC was up

% See, e.g., Kaplan in the New York Times (November 12, 2013)
http://www.nytimes.com/2013/11/13/nyregion/lessons-from-hurricane-sandy-being-applied-to-election-pla
nning.html

" http://www.nass.org/elections-voting/nass-task-force-on-emergency-preparedness-for-elections/. See
also, Walll, Preventing Disasters from Disrupting Voting: National Task Force Urges States To Plan for
Election Emergencies (October 15, 2014)
http://knowledgecenter.csg.org/kc/content/preventing-disasters-disrupting-voting-national-task-force-urges
-states-plan-election

4
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and running; the vendors who had products for sale at the time were able to sell these inadequate products
as-is and had neither the incentives nor ability to improve them. Now, a over decade later, many of these
systems are nearing the end of their usable service life. Their aging hardware is starting to break down.

What should we buy next time to make sure we don’t have these problems again? I see two options:

Next-generation optical scan systems: The big elections equipment vendors are all now selling
“precinct-based optical scan systems” (PCOS), as shown in Fig. 1, where paper ballots are marked by
hand and scanned at the ballot box. These systems offer features to catch some kinds of voter errors'?,
allowing voters a chance to remake their ballot. Optical scan systems face all the same electronic
tampering threats from adversaries, but these threats can be mitigated by robust paper auditing
procedures. California piloted such audits in 2011-2013 and submitted a variety of recommendations to
the EAC", presently also part of California and Colorado state laws. In short, by randomly selecting a
small number of paper ballots and comparing those to their corresponding digital records, you can
mathematically determine that if you were to actually do a full recount -- that is, count all the paper
ballots -- the results would not differ between a hand count and the electronic count. Not only does this
help with accuracy, it also mitigates against malicious software tampering, because such tampering would

introduce discrepancies that the audit would detect.

Fig. 1: ES&S DS200, precinct-based optical scanner with on-screen assistance features.

2 The two primary forms of “voter error” that we can detect in a scanner are “overvotes”, wherein a voter
selects more than one candidate for a given election contest, and “undervotes”, wherein a voter selects
no candidates for a given contest.

13
http://www.sos.ca.gov/elections/voting-systems/oversight/post-election-auditing-regulations-and-reports/p
ost-election-risk-limiting-audit-pilot-program/
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Next-generation hybrid voting systems: The two most exciting developments aren’t coming from the
commercial voting system vendors but instead from election officials in Los Angeles County, California
and Travis County (Austin), Texas. The LA Voting Systems Assessment Project (VSAP)", as seen in Fig.
2, and the Travis County STAR-Vote (Secure, Transparent, Auditable, Reliable) system'” both use large
touch-screen computers which can accommodate complex ballot designs with multiple languages and
both offer sophisticated accessibility features. Both generate printed paper ballots which can be tallied
electronically and audited manually. Both use sophisticated cryptographic techniques to protect the

system.

Fig. 2: Los Angeles VSAP prototype, with button-box, touch-screen, and printer.

I’ve been working more closely with Travis County than Los Angeles, so I can tell you that Travis
County has allocated $4 million to start their procurement process shortly; they expect they will
ultimately spend around $12 million before they can begin testing in real elections in 2019. If they had

additional funds now, they could advance their timeline and have a more full-featured system.

Both Travis and Los Angeles Counties envision their systems will use open source software, reducing

ongoing support and maintenance costs. These projects have the potential to see widespread nationwide

4 http://vsap.lavote.net/
'S http://traviscountyclerk.org/eclerk/Content.do?code=E.34
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adoption, which would make elections far more resilient to cyber attacks than with the voting systems

currently on the market.

Internet voting: While it’s not directly relevant to today’s hearing, somebody will inevitably propose

Internet voting as a solution to every problem in voting.

Why can’t we just vote on the Internet? While it’s attractive to imagine the convenience of online voting,
the Internet also makes it much easier for nation-state adversaries to attack our elections. In one
prominent example, Washington DC conducted a pilot election using an Internet voting system, inviting
external researchers to have a go at attacking them. The University of Michigan’s Prof. Alex Halderman
and his students managed to completely compromise this system in a few hours'®. They were able to
watch election workers from the internal video cameras. They arranged for fictional characters to win all
the elections. They even modified the web site to play the Michigan fight song after each vote was cast. If
Prof. Halderman and his students can do this, so can our adversaries. Halderman and others have studied
Internet-based voting systems in New South Wales, Australia'’, and in Estonia'®, finding similar
problems. Safe internet voting is simply not feasible today. Instead, we need paper ballots or hybrid

systems.

But we can do banking on the Internet! Companies that engage in electronic commerce make significant,
ongoing investments in the security of their operations. Despite those investments, their losses are
significant:
In 2015, the British insurance company Lloyd’s estimated that cyber attacks cost businesses as
much as $400 billion a year, which includes direct damage plus post-attack disruption to the
normal course of business. Some vendor and media forecasts over the past year put the

cybercrime figure as high as $500 billion and more."

6 Wolchok et al., “Attacking the Washington D.C. Internet Voting System”, Proc. 16th Conf. on Financial
Cryptography & Data Security (February 2012), https://jhalderm.com/pub/papers/dcvoting-fc12.pdf

7 Halderman and Teague, “The New South Wales iVote System: Security Failures and Verification Flaws
in a Live Online Election” (June 2015), http://arxiv.org/abs/1504.05646

'8 Springall et al, “Security Analysis of the Estonian Internet Voting System”, ACM CCS (Nov. 2014),
https://jhalderm.com/pub/papers/ivoting-ccs 14.pdf

® Morgan, “Cyber Crime Costs Projected To Reach $2 Trillion by 2019”, Forbes (Jan. 2016),
http://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-20
19/
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We can’t afford fraud in elections. We can’t simply write it off as a cost of doing business. Furthermore,
in banking, if a fraudulent transaction occurs, perhaps because a credit card number was stolen, the victim
will see it on their statement and can dispute it. In sharp contrast, if an Internet vote was flipped, current
systems give the voter no evidence with which discover this. (We don’t want voters to have “receipts”
indicating how they voted, because that would enable bribery and coercion. Voter privacy is necessary for

a secret-ballot election.)

Will we ever be able to vote on the Internet? Eventually, yes, but definitely not with today’s computers,
and not on today’s internet. This is an open research challenge which requires better security across the
board, from consumer operating systems and web browsers through our networks and cloud
infrastructure. Internet voting is a great aspirational goal, but it’s not feasible yet to do this, particularly in

light of the threats these systems will face.

Can’t we use sophisticated cryptography, as in the Bitcoin blockchain? Bitcoin is an electronic currency
with a global “shared ledger” that has some interesting security properties. Some people have even
proposed that we can use it to cast ballots, since casting a ballot for a candidate is superficially similar to
sending a “coin” to that candidate. This isn’t the venue for a detailed technical critique, but suffice to say
that we’ve included blockchain-like techniques in Travis County’s STAR-Vote, and that cryptographic
techniques don’t magically eliminate the dangers of having a voting system online and accessible to our
nation-state adversaries. Furthermore, it’s important that our election integrity not rely solely on
intangible mathematics. There must also be tangible evidence that can be understood without an advanced

degree. That tangible evidence must be paper ballots.

How can we better enable our overseas and military voters to cast their ballots? Many overseas voters
complain that postal ballot delivery and return is slow and unreliable. The current state of the art process
is delivering ballots digitally where the voter prints them, marks them by hand, and returns them in the
postal mail. In some cases, military ballots are returned by fax, printed, and then mailed domestically.
This process is a mess and we owe a better solution to our overseas and military voters. Rather than
Internet voting, what we really need is some form of remote kiosk voting, where overseas voters can go to
a nearby embassy, consulate, or military base. There’s a clear role here for NIST and the EAC to
standardize these things, making it easier for a remote voter to cast a private vote in a controlled polling

location.



2:16-cv-14233-MAG-EAS Doc # 3-9 Filed 12/02/16 Pg 40 of 51 Pg ID 187

Conclusions

As Don Rumsfeld once said, “you go to war with the army you have, not the army you might want or
wish to have at a later time.” We face a similar situation this November with our systems for voter
registration, casting, and tabulation. None of them are ready to rebuff attacks from our nation-state
adversaries, nor can we replace them in time to make a difference. Despite this, we can pursue a number
of pragmatic steps, such as verifying the integrity of election database backups, and we can make
contingency plans for how we may respond if and when we do detect attacks against our elections. If we
can somehow determine that tampering with an electronic voting systems took place, we should have
plans in place to rapidly print paper ballots and bring the voters back to the polls. The sooner we can
create and agree on such plans, the more resilient our elections will be to foreign attacks. And even if
nothing goes wrong and all this turned out to be nothing but hot air, we should treat these events as a
warning. With modest investments, we can improve our practices and replace obsolete and insecure

equipment, defeating future attacks like this before they ever get off the ground.
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One Page Summary
Our elections face a credible threat. We’ve learned that Russia may have been behind leaked DNC

emails, explicitly to manipulate our elections. We’ve also learned of attacks on voter registration
databases in Arizona and Illinois. We must prepare for the possibility that sophisticated adversaries will
use their “cyber” skills to attack our elections. And they need not attack every county in every state. It’s

sufficient for them to go after “battleground” states, where a small nudge can have a large impact.

Voter registration databases are particularly vulnerable because they’re online. If an attacker can
damage or destroy our voter registration databases, they could disenfranchise significant numbers of

voters, leading to long lines and other difficulties.

Paperless electronic voting systems, and their tabulation systems, are also vulnerable. Despite not
generally being connected to the Internet, these systems were never engineered with security in mind, and
expert analyses have found unacceptable security issues. Our biggest nation-state adversaries have the

capability to execute attacks against these systems.

Our options between now and November are largely limited to contingency planning. If we’re lucky,
we might detect attacks before Election Day, but it’s important to make plans for recovering from
unforeseen cyber disasters in the same way that we make plans for natural disasters, including running
drills and exercises. If, for example, we were to conclude that our computer systems were unreliable, a
contingency plan might be to rapidly print millions of paper ballots and rerun the election. Legislation

passed in most states following 2012’s Hurricane Sandy generally allows for such mitigations.

We must also plan for the next few years, after November’s election is complete. Roughly one third
of American voters this fall will use aging electronic voting systems with proven insecure designs. New
hybrid voting systems, with electronic user interfaces and printed paper ballots, are being designed by Los
Angeles County, California and Travis County (Austin), Texas. These have the potential to substantially
reduce costs and improve the security of our elections. Federal support could advance their deployment

nationwide. If we do nothing, keeping our aging systems in service holds our elections at risk.

Our immediate future should not include Internet voting. It’s hard enough to protect the online
systems that we already have. Moving additional voters online will only make things worse. Traditional,

hand-marked paper ballots and the new hybrid electronic systems are our best paths forward.

10
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EXHIBIT C: Answers to Post-Testimony Questions



2:16-cv-14233-MAG-EAS Doc # 3-9 Filed 12/02/16 Pg 44 of 51 PgID 191

Written Q&A for Dr. Dan S. Wallach
Professor, Department of Computer Science
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Following the House Committee on Space, Science & Technology Hearing,

“Protecting the 2016 Elections from Cyber and Voting Machine Attacks”
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Questions submitted by Rep. Lamar Smith

1. How would you rank the vulnerability of the following: paper ballots, electronic voting
machines with a paper ballot trail, electronic voting machines without a paper ballot trail,
optical scan systems, and Internet voting?

From worst to best: Internet voting, electronic voting without a paper trail, electronic voting with
a paper trail, paper ballots (centrally tallied), paper ballots with a precinct-based optical scanner.

Internet voting, in all of its current commercial forms, is not suitable for use in Federal elections.
Given our understanding of the capabilities of the nation-state adversaries that an Internet voting
system might face, we cannot guarantee the integrity and privacy of the vote, nor can we ensure
the availability of the infrastructure supporting an Internet election.

The rest of my ranking generally favors paper ballots, with an extra edge to paper ballots which
are scanned and tabulated in the local precinct. This configuration creates electronic records,
suitable for rapid election night results. Furthermore, by having redundant electronic and paper
records, we can conduct post-election audits that can detect (and thus deter) ballot-box stuffing
or electronic data tampering.

2. Is the diffusion of our voting infrastructure across 50 states and nearly 10,000 localities a
substantial impediment to cyber-attacks and hacking?

While this is an important benefit to the security of our election systems, there are a small
number of vendors whose voting systems and/or voter registration database systems are widely
used. An attack that was engineered to compromise one such system would be likely to work
against other copies of the same system. Furthermore, an adversary who wished to tamper with
our nation’s elections need not tamper with each and every locality in order to flip the outcome.
We would expect such adversaries to focus their efforts on battleground states, particularly the
largest counties in those states where more votes are cast.

3. It has been said that a graduate student in computer science could figure out how to hack
into an electronic voting machine. Do you believe that this is something that could
happen this upcoming election, with the student’s actions leading to a change in an
election result?

Prior studies of election security sponsored by the states of California, Ohio, and Florida were
conducted by a mix of industrial professionals, professors, and graduate students. Based on the
findings of these studies, and my participation in the California Top to Bottom Review, |
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estimate that an engineering team of this sort with access to working voting machines, but not
given access to the source code to those machines, would require roughly 6 man-months of effort
to discover relevant vulnerabilities and craft suitable cyber-attack tools. Once such tools were
crafted, the next challenge would be inserting them into a live election. The details for how to do
this would obviously vary from one system to another, but would be greatly aided by the
common practice of election officials staging their equipment in the field in advance. (This is
colloquially referred to as the “sleepover problem”, and is a direct consequence of the logistical
challenges of managing the distribution of election equipment.)

4. What do you suggest is the most important thing that the states can do between now and
the November elections to ensure that voting runs as smoothly as possible?

I have two specific recommendations. First, states and counties should request the assistance of
federal cyber-investigators from DHS, FBI, and other such agencies, or from private companies
that similarly specialize in auditing computer networks for intrusions. If lucky, they may
discover latent attacks prior to the election, allowing for the possibility of specific pre-election
mitigations. But, in the event that nothing is found, my second recommendation is for states and
counties to produce detailed contingency plans for how they may recover from a “cyber
disaster”, should it occur. Having such plans, detailed in advance and agreed to by all parties,
might dissuade attackers, knowing that the impact of their cyber attacks would be mitigated.

5. How can we better enable our overseas and military voters to securely cast their ballots?

My preference is that overseas and military voters be provided with “kiosk™ polling places in
embassies, consulates, and military bases. The design of a voting kiosk might be very similar to
the design of a traditional polling-place voting system, except the return of voted ballots would
be more complicated. Such a system might return ballots simultaneously through a combination
of electronic means (using sophisticated cryptography) and traditional means (overnight couriers,
etc.). Doing this properly requires having standards for how data is exchanged---a requirement
where NIST has a natural role to play. We’re still many years away from this being a reality.

At present, it should be noted that with the passage of the Military and Overseas Voter
Empowerment (MOVE) Act in 2009, the “time and distance” problem for military voters has
been greatly mitigated without requiring that voters risk secrecy and security by sending voted
ballots over the Internet. Local election officials send requested ballots 45 days in advance of
Election Day, voters can receive blank ballots electronically that same day, and military voters
can use a special return label for trackable express ballot return that typically gets voted ballots
back to the county official in 5-6 days. Half the states allow late-arriving military ballots to be
counted if sent in a timely fashion.
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6. Is there a way that we can use sophisticated cryptography, such as blockchain, to submit
secure votes?

Cryptographic block chain technologies are an important ingredient in the design of secure
electronic voting technologies. However, they do not represent a “silver bullet” with respect to
solving all of the problems that arise with Internet voting. We simply do not have all the
necessary technologies to guarantee voter privacy, ballot integrity, and election availability in the
face of a determined adversary. I estimate that we are at least ten years away from the possibility
of such a system, with significant unsolved and open research challenges standing between us
and any such system being suitable for real-world use.

7. Is there enough research and development being undertaken in the security of voting and
election systems?
a. What technological areas should NIST prioritize in order to strengthen election
cybersecurity?

The National Science Foundation supports my own research in this area, as well as that of many
of my colleagues, but there are no large efforts akin to DARPA’s “grand challenges” being
pursued at this time by any Federal agencies. The two most promising efforts, at the present
time, are being pursued by Los Angeles County, California and Travis County (Austin), Texas.
I’'m personally engaged with the Travis County effort, and my understanding is that Federal
funding could significantly accelerate their development process, which would yield an “open
source” implementation that could then be shared with other counties and states.

NIST and the EAC can play an important role in ensuring that the technologies developed in LA
and Travis counties be suitable for other counties and states, both by directly funding these
efforts (and, thus, accelerating their development) and by identifying other counties and states
who might be amenable to adopting these new systems, collecting and organizing their
requirements such that the development efforts will address them. Furthermore, they can ensure
that the voting system standards, currently being updated, avoid presenting unnecessary barriers
to these new machines, while raising the bar to rule out the older generation of insecure devices.

8. Given the criticisms you and others have made about the security of voting machines,
going so far as to call the coding in one particular manufacturer’s machine
“unacceptable”, should more stringent testing have been conducted of these machines by
either NIST or the EAC prior to approval for use by states?
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The current “voluntary voting system guidelines” have the conundrum of making very detailed
requirements of vendors’ systems, while making negligible requirements of vendors’ engineering
processes. Problems that are only discovered late in the engineering process are more expensive
to fix, particularly if those problems are a result of poor engineering decisions made early in a
system’s design process. This is a recognized issue when attempting to build secure systems and
while trying to build usable systems. Waiting until the very end to evaluate the result is not the
way to achieve security or usability.

In contrast, Travis County envisions that their procurement process will result in two performers
under contract: a development organization and a “red team” organization. The “red team” will
be responsible for attacking the system at every stage of its design and development, ensuring
that major architectural problems are discovered and remedied early, when they’re cheaper to
remedy. We’re already doing usability studies on mockups of the system at Rice University
which will inform the ultimate designs. Below are two photos of our second-generation
prototype ballot box, one showing the voter’s experience and another showing the internal
paper-handling mechanisms (here, derived from an HP inkjet printer, with the printing parts
removed; the whole thing is driven by a Raspberry Pi embedded computer and a variety of cheap
accessories, including a laser barcode scanner).
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9. The media has made much about the potential of a foreign-nation threat to the 2016
elections, but what about domestic threats: are home-grown hackers also a potential
threat for the upcoming elections?

To date, there has been no public evidence of domestic threats of this magnitude. Regardless,
foreign nation-state adversaries represent a “worst case’” scenario. Any mitigations we might take
against foreign adversaries will also protect us against hypothetical domestic threats.

10. Elections typically bring about stories and allegations about one political party trying to
manipulate the system in their candidate’s favor. Is it conceivable that such action could
extend to one part electronically attacking or attempting to hack into voting and election
systems to benefit their candidate of choice?

The notable difference between threats abroad and threats domestic is that any analysis of
domestic threats must necessarily consider insider threats, wherein a poll worker or election
official might value their personal partisan preference over their professional non-partisan duty.
Generally speaking, when we consider foreign adversaries and their capabilities, we already must
consider insider threats, wherein a poll worker or election official might be bribed or otherwise
recruited by the foreign adversary.

The main practical impact of insider threats is that we cannot assume that an “airgap” defense is
sufficient. A robust voting system must remain robust even in the face of threats from within.

11. In retrospect, has HAVA been a net plus or net minus?

HAVA was a huge benefit to our nation’s elections, retiring old and obsolete lever and
punchcard systems, and creating the EAC to manage standards and processes. HAVA’s greatest
failing was disbursing money to purchase new equipment before the EAC and its processes had a
chance to even get started. This led us to the present-day situation where expensive equipment,
purchased with HAVA, is now aging and obsolete, and was never engineered against an
appropriate security model. Sadly, when the EAC tried to add even modest security and other
updates to the VVSG requirements, the vendors found the process cumbersome and largely
abandoned their products rather than updating them.

As described above (answer to question 8), it’s expensive and difficult to add requirements to a
complete product, especially when those requirements are best met by changing the entire
development process. Conversely, if we had good standards and processes in place before the
vendors began their work, we’d have equipment that was more usable, more secure, and we
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could have made it easier to mix-and-match equipment. Good standards help prevent vendor
lock-in, and that in turn, can improve pricing and features in the market.

12. Some experts have stated that the paper ballot is in and of itself secure. Do you agree
with that statement?

The best security comes from having copies that have different failure modes. A precinct-based
optical scanner creates electronic copies of ballots as they are deposited in the ballot box,
meaning that post-election stuffing of paper won’t be reflected in the electronic records, nor will
post-election electronic tampering be reflected in the physical box of paper ballots. An attacker
would need to consistently tamper with both paper and electronic records--a significantly harder
job than tampering with either one alone. It’s worth noting that the security in a scheme like this
comes from a mandatory auditing process, as part of the post-election “canvass” period prior to
the election results being certified. Evidence that’s not considered provides no security benefit.

When we envision a sophisticated nation-state adversary engineering custom-built exploits for
purposes of attacking an election, we have to consider the very real possibility that all of the
electronic records resulting from an election might be tampered. This is where printed paper
ballots, in addition to those electronic records, provide the strongest possible security model.
Once printed, they cannot be “un-printed”, particularly if their chain of custody is protected
through simple, traditional means (e.g., video cameras, security guards, locked vaults).

The Travis County design, in particular, creates cryptographic “receipts”, printed on paper, that
voters can take home which allow them to cryptographically prove that their ballots were not
tampered as part of the tally, while not being able to prove to anybody else how they avoided'.
There are even mechanisms to detect if a machine tried to cheat a voter and record a vote
differently from the voter’s intent. These sophisticated cryptographic mechanisms work
hand-in-hand with printed paper ballots, producing election results that are stronger than
cryptography or paper, alone, might accomplish.

"' We cannot allow voters to take home any sort of receipt that indicates their vote selections, because that would
enable bribery and coercion. “Vote for my candidate and I’ll pay you $20”. When we speak of a “cryptographic
receipt”, we mean that it prevents this sort of bribery and coercion while still allowing other useful properties to be
proven by the voter or by any organization acting on the voter’s behalf.
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Question submitted by Rep. Eddie Bernice Johnson

1. In response to a recommendation by the Presidential Commission on Election
Administration, the CalTech/MIT Voting Technology Project developed a web site that
election officials can use to determine if they can deploy a more efficient line
management configuration to help shorten lines. The project highlighted the science of
line management and queuing theory. What other areas of election and voting science and
technology should Congress, particularly this Committee, look to support?

The broad challenge of improving our nation’s elections requires not only secure voting systems,
but also usable voting systems. My research involves extensive collaboration with human factors
experts to ensure that our security mechanisms don’t have a negative impact on voter speed,
accuracy, and satisfaction. NIST has a lot of usability expertise, and they’ve supported some of
my colleagues’ usability studies on voting. Additional NIST engagement on this issue would be
beneficial for studies of all the nuts-and-bolts issues in elections (e.g., poll worker training
effectiveness).
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